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Re: Two Questions
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FreshySites Support Team <support@freshysites.com> Wed, Oct 23, 2019 at 11:33 AM
To: Todd Brown <todd.brown@iowa.gov>

Hello Todd,

My name is Michael and I am part of the Support team at FreshySites :)

We've gone ahead and added a reCAPTCHA field to your forms. 

There are definitely constant scans and several measures in place to prevent brute force attacks and vulnerabilities. That
said, one of the best ways to keep vulnerabilities to a minimum is keeping your plugins up to date. As plugins age,
security exceptions are often exposed and once known, developers typically release an update quite quickly. 

Would you like more specific details about the measures in place? 

Thanks, 
Michael

--
Michael Alderson
FreshySites Support Team
support@freshysites.com
kb.freshysites.com

How would you rate your experience?

Amazing |  Good |  Needs Work
       
  
On Tue, Oct 22, 2019 at 4:08 PM EDT, Jon At Freshysites <jon@freshysites.com> wrote:

Hey Todd,

1. We do have various measures in place to safeguard against brute force attacks, security vulnerabilities,
malware, and false login attempts. Some of these are at the server-level, and some is via software/plugins
installed on the website.

2. We could certainly add a reCAPTCHA to the NASSGAP Contact form, to help weed out spam submissions.

Both of these are something our Support team should be able to answer better, as well as implement any additional
adjustments. I'll pass this off to them (CCed here).

Thanks!

On Tue, Oct 22, 2019 at 3:57 PM Brown, Todd <todd.brown@iowa.gov> wrote:
Hi Jon,

Not sure if you are able to answer these or not, but thought I'd start with you. Two questions:

1. Is there regular penetration testing that FreshySites performs on our NASSGAP website?
2. Is there an option to add CAPTCHA functionality to the Contact submission form (https://www.nassgap.org/
contact/)?

Thanks!

--
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Todd Brown

Division Administrator, Financial Aid Program Administration

Iowa College Aid

todd.brown@iowa.gov

475 SW Fifth St., Suite D | Des Moines, IA 50309-4608

515-725-3405 | fax: 515-725-3401

Follow us on social media

Notice to recipient: This message and any response to it may constitute a public record and therefore may be available upon request in

accordance with Iowa Public Records Law, Iowa Code Chapter 22.

--
Jon Fuller
Lead Web Developer
FreshySites - Website Design
jon@freshysites.com
www.freshysites.com
Direct: (607) 200-3681
Office: (607) 238-2789
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